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Abstract

[Purpose] The purpose of the article was to study digital forensics, its role in the Kazakh
legal system and the process of investigating cybercrime.

[Methodology] Analysis, synthesis, comparison, deduction, generalization, abstraction,
formal legal methods of scientific research were used.

[Findings] A result, it was proved that forensics is an indispensable component of the fu-
ture development of forensic science in Kazakhstan. It has been established that digital
forensics enables speeding up the process of solving cybercrimes, as well as determining
their sources and prerequisites. Thus, on the basis of forensics, it is possible not only to
identify the problem, but also to form a mechanism for overcoming it in the future. This
determines the priority of professional training of forensic experts for future work with
digital evidence, traces and their use in the trial. In addition, the areas of activity of law
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enforcement agencies has been established, in which forensics plays an important role and
is mandatory for use.

Keywords: Digital Forensic Methodologies. Kazakhstan Cybercrime Legislation. Forensic
Science Evolution. Cybersecurity Legal Implications. Technological Evidence Analysis.

INTRODUCTION

Over time, the needs of law enforcement agencies in the search, identifi-
cation, and analysis of digital evidence are increasing. This issue is especially
relevant in the field of forensic science and its digital development. In the current
model of forensic science in Kazakhstan, forensics is at the stage of its inception,
which leads to the formation of an independent branch of forensic technology. Its
structure includes tools and approaches for the study of digital evidence. Based
on this, the issue of effective integration of the provisions of digital forensics (in-
volves the collection, analysis, and preservation of digital evidence obtained from
computers, networks, and storage media. This evidence is then used in investiga-
tions and legal proceedings) into the current legal system of Kazakhstan becomes
relevant. This process does not require an absolute reform of the system itself,
while at the same time contributing to the rapid implementation of the doctrinal
provisions and practical recommendations of forensics (ALGHAMDIL, 2021;
CHORNOUS and LELIUK, 2023).

In the modern legal environment, the content of forensic technology con-
cerns both digital forensics in the context of forensic sciences and investigative
approaches adapted to the current Kazakh law enforcement practice. Based on
this, there is a need to compare modernised and traditional methods of detecting
cybercrime in order to increase the protection of information security (the pro-
cesses and tools used to prevent unauthorized access, misuse, disclosure, disrup-
tion, modification, inspection, recording or destruction of information) as well as
prevent cyberattacks. Cybercrime - criminal activity that involves the use of com-
puters, networks, programs, and data (AMATO et al., 2020).

The relevance of the study is due to the fact that the global use of digital
tools and media has provoked a transformation in the approaches and subjects of
many criminal offenses. This is due to the priority role of information technology
in all areas of human life. Accordingly, in modern society, each person owns and
uses several digital tools as well as digital services. All this provokes the emer-
gence of a wide range of digital footprints that are important in the course of in-
vestigating cybercrime (METELSKY I and KRAVCHUK, 2023; MENTUKH and
SHEVCHUK, 2023). The priority for today is not only their identification but also
a qualitative study so that they can be used in the course of criminal proceedings.
That is why the training of specialists in the field of digital forensics deserves
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special attention, since, in accordance with the level of development of the human
resource, a certain object, in particular forensic science, is popularised (QADIR
and VAROL, 2020).

The use of digital forensics offers several advantages in investigating and
prosecuting cybercrimes. Firstly, it allows for the collection and analysis of much
larger volumes of evidence, given the digital traces left behind in computer sys-
tems, networks, and electronic devices. Additionally, digital forensics enables
faster evidence gathering, instead of relying on manual processes. Secondly, the
scientific rigour of digital forensic tools and examination protocols helps to vali-
date and authenticate digital evidence, making it more credible in legal proceed-
ings. This also allows crucial evidence to be recovered, even if a suspect has at-
tempted to delete or destroy it. Thirdly, as cybercrimes become more technologi-
cally complex, digital forensics provides law enforcement with the capabilities to
unpack these crimes and attribute them to specific perpetrators through technical
attribution. Finally, the integration of advanced digital forensics techniques, such
as network pattern analysis, enables investigators to efficiently link multiple
crimes to common suspects. This results in both increased efficiency and stronger
evidence for pursuing cybercriminals who can otherwise anonymously commit
crimes across jurisdictions.

Based on the foregoing, the problem of the scientific paper was to study
the features of forensics and its advantages in the use of law enforcement officers
in the fight against cybercrime. Despite the fact that digital forensics has just be-
gun to spread in Kazakh society, there are a number of scientific papers that reveal
its various aspects. C. Karagiannis and K. Vergidis (2021), V.R. Silvarajoo et al.
(2021) believe that digital footprints must be traced using digital search and fixa-
tion tools in cyberspace, in particular by forensic experts. This conclusion allows
establishing that digital materials and evidence should be involved in the process
of proof during criminal proceedings in relation to cybercrimes. In turn, I.V. Bo-
rysenko et al. (2021) and D. Sun et al. (2021) focused on the characteristics of
computer-based forensics as a technique for combating cybercrime. The explored
position allows concluding that digital forensics is a separate discipline, and there-
fore is not closely related to forensic sciences and techniques. E.S. Kemali and
S.K. Zhursimbaev (2020), and also E.A. Altaev et al. (2023), described the current
level of development of forensics in the Kazakh legal environment. They revealed
the high priority of this area and the difficulties in the course of its implementa-
tion, links with traditional approaches in forensic science. Such a conclusion is
necessary for use in the article directly when describing the Kazakh experience
and the priority of attracting tools for working with digital evidence to it.

Currently, Kazakhstan's criminal code lacks specific provisions for classi-
fying and penalising various cybercrimes, which poses significant challenges in
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addressing these modern offenses. While general criminal offences like fraud and
illegal access to information could potentially cover aspects of cybercrime, the
absence of explicit legal guidelines for cyber-specific activities such as data pri-
vacy breaches leaves a substantial gap in legal clarity. Notably, there have been
efforts to introduce new legislation that aims to incorporate detailed cybercrime
provisions into the criminal code (BAZILOVA et al., 2016). However, these pro-
posed changes have not yet been enacted into law. This legislative shortfall pre-
sents notable difficulties in prosecuting cybercrimes effectively and applying dig-
ital forensics, as the legal system currently does not have a clear framework to
rely on for these technologically advanced crimes. The progression of such legis-
lation would be a crucial step in enhancing Kazakhstan's capability to combat and
prosecute cybercrimes effectively.

This paper aims to contribute to the understudied topic of digital forensics
capabilities in Kazakhstan. It provides a comprehensive overview of the emer-
gence and current state of digital forensics in the country, establishing baseline
knowledge where limited literature exists. Additionally, the paper offers an orig-
inal analysis of how digital forensics integrates with Kazakhstan's existing legal
frameworks and forensic science institutions. Thirdly, it identifies the specific
limitations and gaps in Kazakhstan's digital forensics ecosystem while proposing
concrete policy and technical recommendations for stakeholders. Additionally,
the paper highlights the urgent need to develop Kazakh expertise and capacity in
advanced digital forensics to combat escalating cybercrime. Finally, this paper
provides a foundation for further research on strengthening Kazakhstan's cyber-
security (the practice of safeguarding computer systems, servers, mobile devices,
electronics, networks, and data from unauthorized access or attacks) and rule of
law by detailing the local context and applications of digital forensics. The lack
of scholarship on digital forensics in Kazakhstan makes this paper a timely and
locally grounded contribution to the field, providing insights for both researchers
and policymakers. Thus, the goal of the scientific paper was formed, which was
to study a new vector of forensic science, namely forensics, in the process of in-
vestigating cybercrime. The tasks were also formed to:

¢ Reveal the concept of forensics, to determine its tasks and functions;

e Describe the areas of use of digital forensics;

e Study the current level of cybercrime in Kazakhstan;

e Consider priority areas for the development of forensics in Kazakh-
stan;

e Establish the role of digital forensics in the fight against cybercrime.
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The practical value of the results obtained lies in the fact that it has both
doctrinal significances in the context of establishing the essence and functions of
digital forensics, and practical in relation to the development of recommendations
for its integration into the Kazakh legal environment.

MATERIALS AND METHODS

The method of analysis was used in the paper to divide the general object
of study into separate components. In particular, the article analysed such compo-
nents as computer forensics, digital evidence, cybercrime, and the cybercrime in-
vestigation process. On its basis, the structure of the object and the subject of this
scientific paper were studied. Also, the analysis method was used to study statis-
tical data regarding the dynamics of the development and spread of cybercrime in
Kazakhstan. In addition, this method was used to analyse data on the activity of
using forensics by Kazakh law enforcement agencies in the course of investigat-
ing such types of illegal actions.

The synthesis method was used in the research to study the essence of fo-
rensics in the context of combating cybercrime. This method involved combining
the components separated during the analysis into a single whole, specifically the
object of the article. Due to the synthesis, there was an improvement in the under-
standing of the topic of the paper, the relationship between its elements, as well
as the disclosure of the characteristic features of digital forensics.

The method of comparison was used in a scientific paper to compare vari-
ous structures and objects to determine their common and distinctive features, as
well as the nature of their interaction. This method formed the basis of the process
of researching the fundamental features of forensics and the traditional principles
of forensic science in Kazakhstan. The comparison enabled an assessment of the
advantages of digital forensics in light of current challenges, particularly the wide-
spread occurrence of cybercrime. Based on this method, the functions and tasks
of digital forensics were studied in comparison with traditional approaches.

The deduction method was applied in the article to describe and evaluate
the essence of forensics based on knowledge about the general tasks of forensic
science. This method was used in the course of expressing the specific properties
of digital forensics by understanding the traditional system of forensics in Ka-
zakhstan.

The method of abstraction was applied in this scientific paper to a separate
description of forensics as a science and academic discipline. This method is nec-
essary to describe the properties and principles of digital forensics without taking
into account the peculiarities of national legislation and other factors. Abstraction
contributed to the formation of understanding and the role of forensics in modern
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digital society. In addition, on the basis of this method, digital forensics was ex-
pressed as a priority method for combating cybercrime.

The use of the formal-legal method in the paper was due to the belonging
of the topic of the article to the legal circle. Based on this, this method was applied
to interpret legal concepts and mechanisms as well as study the provisions of reg-
ulations. In the course of revealing the types of cybercrime, the norms of the Crim-
inal Code of the Republic of Kazakhstan (2014) were studied.

The generalisation method was used to identify the benefits of forensics in
the context of cybercrime investigation methods. Based on it, recommendations
were formed aimed at improving the existing structure of forensic science in Ka-
zakhstan, taking into account digitalization processes. Generalisation was neces-
sary to express the main tasks and functions of forensics, as well as approaches to
its implementation directly in Kazakhstan.

RESULTS

The active development of information technologies is reflected in various
spheres of public life. Moreover, these processes also reform established mecha-
nisms, such as those for receiving and transmitting confidential information. At
present, due to modern approaches based on elements of sociology, psychology,
and information technology, the Institute of Social Engineering makes it possible
to improve computer security and expand its functionality. Unfortunately, the de-
velopment of information technology not only positively affects the subjects of
society but also negatively. This is expressed in the fact that modern criminals are
beginning to commit more criminal offences on the Internet. This is also evi-
denced by statistical data for the last ten years (Figurel).

2022
2021
2020
2019
2018 '3 66
2017 1 33

2016 0 57
2015 5 31
2014 1 26

2013 [0 15

2012 3 9

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Credit activities Using payment cards ™ Fraud

Chart 1 — Number of Registered Cybercrimes in Kazakhstan
Source: How Kazakhstanis are Deceived by Internet Scammers (2022).
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Based on the data described, it can be established that the implementation
of modern mechanisms in the IT sphere contributes to the formation of new social
relations, which in turn are the subject of cybercrime (JARRETT and CHOO,
2021). The basis of cybercrimes, according to the current criminal legislation of
Kazakhstan, are socially dangerous acts provided for by Clause 4 of Part 2 of Art.
190 of the Criminal Code of the Republic of Kazakhstan (2014). According to the
approaches of criminal law, it is advisable to classify as cybercrime only those
criminal offences that are provided for in the above chapter of the Criminal Code.
However, within the framework of forensics, this category of illegal acts also in-
cludes other offences for which a computer and the Internet are used (for example,
Clause 4 of Part 2 of Art. 190 of the Criminal Code of the Republic of Kazakhstan
(2014)). This is explained by the fact that the method of committing such an act
is associated with the introduction of a person into information systems, which is
specifically related to cybersecurity issues. Special attention should be paid to the
crime solution rate in the field of information and communications, which, ac-
cording to statistical data, is unsatisfactory (Figure 2).

2022 25535 12256
2021 21591 8636
2020 14517 6097
2019 8243 3223
2018 102 39
2017 71 31
2016 86 27
2015 56 19
2014 52 13
2013 31 i
2012 20 4

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%

Number of crimes Number of solved cases

Chart 1 — Ratio of the Number of Crimes and Solved Criminal Cases in the field of Informatisation
and Communications
Source: How Kazakhstanis are Deceived by Internet Scammers (2022).

Given the current level of development of society, it can be established
that for a person to commit a criminal offence, they will need only a computer. In
particular, the theft of money in modern conditions can occur at the expense of
software and hardware, telecommunications technologies, the Internet. The con-
cept of cybercrime should be understood as a set of illegal acts carried out in cy-
berspace through the use of computer systems, computer networks, as well as
other tools for accessing cyberspace. The object and essence of this type of crim-
inal offences do not change, but the means and methods are developing, which
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expands the number of approaches to committing criminal offenses. As a result,
a separate chapter in forensics was formed, which is aimed at studying and pre-
venting cybercrime, namely computer forensics.

Digital forensics in Kazakhstan is vital across various sectors, including
law enforcement, corporations, and the military. It's used for investigating cyber-
crimes like hacking and financial fraud, probing internal corporate breaches, scru-
tinising insurance fraud, protecting intellectual property rights, and ensuring na-
tional cybersecurity. This field is rapidly integrating into Kazakhstan's criminal
justice system, with a focus on modernising forensic techniques and training spe-
cialists. The proactive adaptation of digital forensics reflects its growing signifi-
cance in crime detection and prevention, highlighting its role in securing justice
and safety in the digital age.

Several notable advancements and initiatives have been made in Kazakh-
stan to integrate digital forensics within the criminal justice system. Unfortu-
nately, there is limited publicly available information on specific success stories
of digital forensics applications in Kazakhstan. However, some noteworthy points
on the impact of digital forensics in the country are:

e The forensic science model in Kazakhstan is currently undergoing mod-
ernisation, resulting in the creation of a dedicated branch for digital fo-
rensics. This branch focuses on the use of tools and methods for studying
digital evidence, specifically for investigating cybercrime. The modern-
isation process emphasises the introduction of scientific development
and practical recommendations relevant to cybercrime investigations.

o Digital forensics plays a crucial role in operative investigative activities
in Kazakhstan. It is used in the identification of signs of wrongful acts
during pre-trial investigations. Experts use digital tools in both covert
and overt investigative actions to identify and collect digital evidence.
This approach distinguishes digital forensics as a separate industry, fo-
cusing on the investigation of criminal offenses involving digital de-
vices, networks, and information.

e Inrecent years, Kazakhstan's law enforcement has reportedly been able
to solve several cases of fraud, illegal access to computer systems, and
distribution of malicious software with the help of digital forensic anal-
ysis. Though details are scarce, these are being cited as examples of the
importance of digital forensics.

e In 2021, Kazakhstan's Ministry of Internal Affairs launched the Centre
for Computer Forensics and Investigation of Cyber Attacks (TSARKA).
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This dedicated facility applies advanced digital forensic tools to investi-
gate cybercrimes. Its establishment demonstrates the priority given to
digital forensics capabilities (Khusanov, 2022).

e Kazakhstan is also expanding training partnerships with international
agencies like Europol to increase its digital forensics knowledge and
adoption. Workshops conducted have focused on cyber-investigative
techniques.

e Growing cybercrime statistics and low-resolution rates in the past have
driven Kazakhstan to strengthen its digital forensics capacities. The
number of solved cases is seen as a metric of success.

o Digital forensics plays a crucial role in operative investigative activities
in Kazakhstan. It is used in the identification of signs of wrongful acts
during pre-trial investigations. Experts use digital tools in both covert
and overt investigative actions to identify and collect digital evidence.
This approach distinguishes digital forensics as a separate industry, fo-
cusing on the investigation of criminal offences involving digital de-
vices, networks, and information.

e Positive outcomes in investigations utilising digital forensics have
helped highlight resource gaps for legislators and policy makers. This
has led to increased budget allocations for advancing forensic tools and
training personnel.

These advancements and initiatives demonstrate Kazakhstan's proactive
approach to integrating digital forensics into the criminal justice system. The fo-
cus is on both technological development and professional training. Digital foren-
sics has been successful in facilitating prosecutions, reinforcing its reputation as
a 'force multiplier' for Kazakhstan's law enforcement. This has led to greater in-
stitutional support and systematic adoption, despite the confidentiality of specific
details of landmark cases. Although the country still has a long way to go, early
successes have encouraged further investment in this crucial capability.

Forensics, also called digital forensics, is an applied science that studies
the peculiarities of the analysis and investigation of cybercrime (KAVRESTAD,
2020). Its subject is the methods of obtaining and examining evidence. Forensics
is responsible for the reasonable collection and analysis of materials in infor-
mation systems, as well as communication flows, database management systems,
or the systems for storing information in a certain order. Based on the above con-
cept, it is advisable to divide computer forensics into two categories: digital and
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network. The first is implemented in the process of meeting the needs of law en-
forcement agencies, for example, in the course of providing reliable evidence nec-
essary for the solution of cybercrimes. Network forensics originated and spread
in the course of preventing and countering hacker threats; therefore, it is associ-
ated with the architecture of information security. The latter includes risk analysis,
detection of interference in the information structure, prevention of modification,
and organisation of covert investigative actions on information.

The forensic expert works with evidence and data in the form of computer
information, both regular and incidental. Such materials can easily be deformed
or destroyed. Identification of digital evidence tampering is possible both by the
content of the materials and by traces in other places belonging to the category of
information. It should be noted that digital evidence can be explored and studied
only at the expense of hardware and software that are complex in structure. This
factor makes it difficult to demonstrate evidence and maintain its original invari-
ability during storage. In order to determine the advantages of forensics in forensic
science and its role in the process of solving cybercrime, its main tasks and func-
tions should be determined. Digital forensics contributes to the development of
tactics for operative investigative activities as well as investigative actions related
to computer information. Also, this science is responsible for the creation of meth-
ods, approaches, and tools designed to collect and evaluate cybercrime evidence.
Forensics carries out the establishment of forensic signs of illegal acts related to
computer data and materials. As for the scope of digital forensics, its principles
are important for the investigation of cybercrime. In addition, this science is used
in the collection and evaluation of evidence, for example, in cases of infringement
of intellectual property rights, i.e., the object of these rights appears in the form
of computer information. Forensics is an important part of insurance investiga-
tions carried out by insurance companies, for example, in relation to breaches of
contract. This is especially true when the object of insurance is an information
system. Forensics can be used in the field of internal corporate investigations of
security breaches directly related to information systems. It can also be imple-
mented when taking measures to prevent the leakage of data containing confiden-
tial information.

Separately, it should be noted that digital forensics is used by the military
in the course of performing intelligence tasks to identify, eliminate, or restore
computer materials. An example is the impact on the information systems of the
enemy and the protection of own systems. Since forensics is a science, there are
methods on the basis of which its implementation is possible. These include ob-
servation, measurement, description, comparison, experiment, modelling, expla-
nation, analysis, synthesis, and forecasting. The listed methods can be used sepa-
rately or in combination in the course of digital forensics. Some features of the
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application of forensic methods, such as observation, should be noted. This is ex-
plained by the fact that the main object of research in this science is computer
data, which in principle cannot be observed by a person specifically. Therefore,
in the course of solving cybercrime, this method is used in a peculiar way, taking
into account changes in computer information. In addition to the general scientific
research methods described above, forensics is also characterised by some special
ones. The latter include the formation and implementation of specialised forensic
information systems; modifying them for the purpose of using them for own pur-
poses. Also, digital forensics techniques are used in the installation or evaluation
of evidence in public search engines (such as Google) and special purpose search
engines that are used by law enforcement agencies. The specificity of forensics in
the context of cybercrime investigation lies in the possibility of developing a vir-
tual subject and carrying out operative activities, undercover work. The advantage
of this approach in forensic science is the possibility of high-quality collection
and systematisation of the hash functions of known files, for example, to separate
them from documents containing original personal data or, vice versa, modified
information. Forensics implementation methods allow archiving unlimited con-
tent of media for research and use in the course of an investigation.

One of the most common approaches to using digital forensics is to simu-
late Internet network services to study the behaviour of suspicious software. The
development of forensics in forensic science is impossible without the involve-
ment of highly qualified specialists. Field experts play an important role in iden-
tifying and evaluating information security offences (SUNDE and DROR, 2021).
Examples of the latter include hacking websites, stealing confidential information
contained on digital media, as well as encrypting such data. As a result of identi-
fying these processes, forensic experts perform a set of tasks using forensics.
These include establishing a way to implement hacking, the development of an
attack algorithm, attack sequence simulation, collection and systematisation of
attack traces, and the reduction or restoration of the damage caused. In addition,
forensics experts need to develop and implement the necessary measures to pro-
tect information in the appropriate environment in order to increase the level of
information security in the industry that has suffered losses. However, the de-
scribed list of activities of cybercrime investigation experts using the basics of
forensics is not exhaustive. This is explained by the fact that their tasks also in-
clude the development of an expert opinion on the offense committed regarding
interference in the information security of various objects and areas. As a result,
forensic science is developing in general, which contributes to an increase in the
cybercrime solution rate. In Kazakh forensic science, computer forensics is a rel-
atively new vector. Despite this, it is characterised by rapid development, which
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contributes to the implementation of a thorough collection and evaluation of elec-
tronic evidence by law enforcement agencies. As a result of the use of forensic
tools by forensics experts, not only a qualitative assessment of the amount and
nature of the damage caused by an electronic attack occurs but also the restoration
of lost data (AUBARIKOVA et al., 2022). This contributes to the acceleration of
the process of identifying an offender, as well as evidence indicating the guilt of
this person in the committed wrongful act. Based on the foregoing, it can be es-
tablished that the modern Kazakh model of investigating criminal offences is
characterised by the use of tools and approaches of digital forensics. Especially
relevant is the use of forensic science during operative investigative activities, as
well as the identification of signs of a wrongful act even at the stage of pre-trial
investigation. Thus, digital tools are used by experts in the preparation and con-
duct of covert and overt investigative actions aimed at identifying and collecting
digital evidence (WU et al., 2020).

At the same time, it is important to clearly distinguish between the digital-
ization of forensics and digital forensics. Since the first concept reveals a natural
method of introducing digital tools into various areas of forensic technology and
forensic examination (the scientific process of analysing and interpreting digital
evidence to understand a crime and link suspects. It follows standardized proce-
dures) (DU et al., 2020; CHUKAIEVA and MATULIENE, 2023). In turn, digital
forensics in Kazakhstan is currently a separate industry that aims at studying dig-
ital devices, networks, and information directly in the course of the investigation
of criminal offences, in particular cybercrimes. Given this, it should be noted that
the existing model of forensic science in Kazakhstan is undergoing moderniza-
tion, which is expressed in the gradual formation of a separate branch of forensic
technology, which involves the use of tools and methods for the study of digital
evidence. Currently, digital forensics is being integrated into the Kazakh system
of forensics, which in turn does not require an absolute reform of the system itself.
To a greater extent, this process is aimed at the introduction of scientific develop-
ment and practical recommendations for the investigation of cybercrime. At the
same time, it is advisable to attribute some of the principles of forensics to forensic
tactics, namely, the processes of extracting information from electronic commu-
nication networks and information systems, as well as to methods, for example,
for certain methods of investigating cybercrimes. Despite this, the basis of digital
forensics is still technical and forensic in nature.

Attribution to the Kazakh digital forensics of technical issues for the in-
vestigation of criminal acts committed in cyberspace using digital intelligence
methods is possible in the context of the formation of a separate branch of forensic
technology. For example, there are other types of forensic technology that affect
both forensic tactics and the methodology for investigating specific types of
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crimes. In particular, the principles of forensic ballistics are implemented in the
methodology for investigating wrongful acts committed with the use of firearms.
Based on the above example, it can be established that the forensic evaluation of
digital evidence, including electronic media, computer data, and digital materials,
is experiencing particular development in forensic science in Kazakhstan while
influencing the list of forensic tactics and methods of law enforcement agencies.

The practice of organising and conducting examinations based on foren-
sics is widespread in Kazakhstan (Forensic Kazakhstan, 2022). Its end result is an
opinion, in which the expert notes the subject of the research, the methods and
tools that were used during this procedure. Since the examination will be carried
out by special subjects with the necessary level of skills and experience, it should
be noted that its results can be transferred to arbitration and ordinary courts. In
this case, the expert opinion is evidence and is presented in the form of a written
document. Thus, the presentation of an independent examination in a lawsuit may
prompt the court to order a forensic examination. Based on the foregoing, it can
be established that forensics originated and is developing in Kazakhstan to inves-
tigate computer and digital crimes. It is expedient to refer to the current structure:
digital forensics, network forensics, forensic information analysis, hardware, and
technical support.

To fully integrate digital forensics into criminal investigations and prose-
cutions in Kazakhstan, it is recommended that several legal reforms be imple-
mented. Firstly, the criminal code and procedural laws should be updated to align
with the realities of cybercrime and digital evidence, providing clear statutes on
offenses and evidence collection and use. Secondly, to ensure the admissibility of
digital evidence and its probative value, it is necessary to modernise evidentiary
laws and establish guidelines, modelled on other jurisdictions. Additionally, it is
crucial to implement comprehensive protocols for the proper seizure, storage, and
analysis of digital evidence in law enforcement, following best practices. Further-
more, judges, lawyers, and investigators involved in cases must receive improved
training on digital forensics fundamentals.

Kazakhstan is currently experiencing a significant shortage of skilled pro-
fessionals in the field of digital forensics, emphasising the urgent need for capac-
ity building in this specialised area. This gap is particularly evident due to the lack
of specialised digital forensics training programs in universities and vocational
institutions. To address this issue, strategic partnerships between the government
and international forensics organisations are necessary to introduce advanced
training and certification programs in Kazakhstan. Incentives, such as scholar-
ships and defined career paths, could motivate students and professionals to pur-
sue digital forensics expertise. It is essential to establish comprehensive digital
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forensics curricula at Kazakh universities, covering both technical skills and le-
gal/ethical aspects. In addition, continuous professional development is essential
to keep up with technological advancements. Ministries should offer internal
training for law enforcement and legal professionals. It is also recommended to
establish professional associations for digital forensics practitioners in Kazakh-
stan to promote a collaborative exchange of knowledge and standards.

Therefore, in order to advance forensics in Kazakhstan and enhance foren-
sic science, it is necessary to reform the training of specialists in this field. This
can be achieved by incorporating digital forensics as a fundamental and manda-
tory academic discipline in higher education institutions under the Ministry of
Internal Affairs of the Republic of Kazakhstan. As a result, students are expected
to acquire not only new knowledge and skills but also the ability to promptly and
effectively solve cybercrime. This will enable the development of tools for ob-
taining, processing, and analysing digital evidence by specialists.

DISCUSSION

Since forensics is a new direction in Kazakh criminalistics, it accordingly
arouses particular interest in itself from scientists. The positions of researchers are
not unanimous since they contain both similar and distinctive features. This al-
lows revealing the role and essence of forensics in forensic science, in particular,
in the process of investigating cybercrime.

For example, G.M. Jones and S.G. Winster (2022) and also N. Moustafa
(2022) studied the historical origins of digital forensics in foreign practice. They
argue that the birth of this science took place in the early 1970s, namely, during
the spread of information databases. The rapid development of forensics occurred
precisely in 1985, which was caused by the intensification of the development and
introduction of computers in various spheres of public life. Already at that time,
computer technology specialists were given access to internal systems and equip-
ment through special codes (DANYLKOVYCH etal., 2023). Therefore, research-
ers believe that by that time, it became clear that digital technologies would be
actively used by criminals. In response to this, the branch of digital forensics be-
gan to develop in order to counter the challenges to society that concerned the
emergence and development of computer crime. The researchers note that since
then, a number of effective technical and forensic tools have been formed, aimed
not only at detecting, but also investigating cybercrime. This conclusion has com-
mon features with the results obtained in the course of this research. This is ex-
pressed in the description of the connection between the emergence of digital fo-
rensics and the use of cyberspace by criminals to commit criminal offences.

A similar opinion is shared by F. Casino et al. (2022) and J.P. Yaacoub et
al. (2022), who interpreted the concept of “forensics”. In their opinion, it is an
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integral part of the forensic sciences and represents a system of scientific methods
for storing, collecting, verifying, identifying, analysing, interpreting, document-
ing, and presenting digital evidence taken from digital sources. The ultimate goal
of its use is to investigate illegal events in cyberspace. At the same time, the re-
searchers note that forensics has an inherent multidisciplinary and interdiscipli-
nary nature. This allows effectively implementing its elements in other activities
of law enforcement agencies. As for the connection with forensic sciences,
namely the dependence of the technical aspects of the study of digital evidence
and the organisational and legal aspects of the solution of cybercrime, the re-
searchers believe that it is not perfect. This is due to the fact that there are signif-
icant disagreements between technical specialists and legal practitioners that af-
fect the understanding of digital forensics methods. The researchers noted that the
technical procedures in forensics have a complex structure, which necessitates the
training of highly qualified specialists. Based on this, in order to successfully har-
monise digital forensics with the traditional principles of forensic science, it is
advisable to develop theoretical ideas regarding the place and functions of their
methods. The researchers argue that forensics in forensic sciences, as well as in
practice of law enforcement, is an indispensable element for investigating cyber-
crime. Based on the position described, it should be noted that it has common
features with the conclusions drawn in this article. In particular, there seems to be
evidence of the role of forensics, its content and place in forensic science. More-
over, the same conclusion is reached regarding the mandatory use of digital fo-
rensics tools in the modern fight against cybercrime.

In turn, B.H. Toleubekova and T.B. Khvedelidze (2022) studied the con-
tent of digital forensics in the context of the academic discipline. In their opinion,
the development of legal science is impossible without the formation of a separate
discipline within higher educational institutions. This is due to the fact that foren-
sics involves the use of special tools and technologies that require certain profes-
sional skills (BOCHELIUK et al., 2022). The researchers argue that “digital fo-
rensics” as a separate form should be used and evaluated solely on the basis of
knowledge about the system of academic disciplines. Given the subject of forensic
science as an independent applied legal academic discipline, it should be noted
that it develops on the basis of general and special knowledge about digital tech-
nologies (CHERNIAVSKY] et al., 2023). This can be expressed in the form of
traditional constituent elements such as forensic technology, tactics, and method-
ology. The researchers found that the implementation of forensics is possible only
by a specialist who has knowledge not only in the legal dimension but also in IT.
With regard to the cross-disciplinary content of digital forensics, she believes that
it covers both the standard elements of the subject matter of the science of foren-
sics and specific issues regarding the integration of forensics into the traditional
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system of forensic science. This approach is consistent with the position discussed
in this paper. This is due to the fact that forensics can become an effective method
of solving cybercrime only if specialists in this field are trained and their skills
are used.

K.S. Lakbaev et al. (2020) analysed the experience of Kazakhstan and the
dynamics of the use of forensics in it. They paid special attention to the examina-
tion, which is a separate procedure during which the circumstances related to a
particular case are identified and investigated. The researchers noted that the pe-
culiarity of such a procedure is that it is performed by persons who have special
skills in the field of digital forensics, and most importantly, are disinterested per-
sons regarding a particular case and examination in general. In Kazakhstan, ex-
aminations can be organised by both state and non-state agencies. At the same
time, the researchers note that a number of qualification requirements are put for-
ward for experts. For example, the availability of special education and work ex-
perience. The results obtained during it can have an important evidence base, for
example, to confirm the position of a party in court. The cost of this digital foren-
sics service amounts to at least 200 thousand tenge. Researchers note that both
citizens and legal entities use it for the most part. The appointment of an expert
examination is carried out by a court ruling during the hearing of a civil, arbitra-
tion, or criminal case. As for the types of examinations, there are almost 30 of
them, in accordance with the organisations that conduct them. The procedure is
completed by the issuance of a special opinion by an expert. The results discussed
are intertwined with the conclusions obtained within the framework of this scien-
tific paper. This is expressed in the unity of approaches that describe the trends in
the development of forensics in Kazakhstan, using the example of expert exami-
nations.

A. Khusanov (2022) also explored the experience of Kazakhstan in the
field of digital forensics. As an example, he cited the launch of the TSARKA
(Centre for Analysis and Investigation of Cyber Attacks) of the Centre for Com-
puter Forensics. He believes that such an approach is a priority since it allows not
only to influence forensic science in the state but also the employment of young
professionals in this field. The main purpose of this Centre is to provide services
for the investigation of cyberattacks based on forensics. According to the re-
searcher, in order to successfully investigate cybercrime, it is necessary to use
international standards aimed at responding to and preventing the negative conse-
quences of such incidents. As for specialists, he notes that they should be highly
qualified forensic experts with additional international certificates in the master-
ing of digital tools. It is also necessary to have a certificate of preparation in the
Scientific Research Institute of Forensic Examinations, Specialty of Forensic Ex-
amination of the Ministry of Justice of the Republic of Kazakhstan. The researcher
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paid attention to the tools, on the basis of which the implementation of forensics
takes place. He noted that these include mobile devices, computer hardware, soft-
ware, as well as information and corporate systems such as CRM systems. The
described position corresponds to that explored in this research. What is common
is the description of the role of specialists and forensics in the course of investi-
gating cybercrime.

When discussing the current state of digital forensics in Kazakhstan, it be-
comes evident that the legal framework has not kept pace with the rising preva-
lence of cybercrime and the growing reliance on digital evidence. Presently, there
exists no comprehensive legislation that effectively regulates the collection, anal-
ysis, and utilisation of digital evidence within investigations and court proceed-
ings (ADANBEKOVA et al., 2022). This lack of clear legal guidance creates un-
certainty regarding the admissibility and evidentiary value of digital evidence.

In the context of Kazakhstan's criminal legislation, cybercrime offences
are primarily delineated in Chapter 7 of the Criminal Code of the Republic of
Kazakhstan (2014), encompassing Articles 205-213. These articles address vari-
ous cybercrimes, such as unauthorised access to information systems, illegal mod-
ification or destruction of information, and violations related to computer systems
and data. However, despite the existence of these provisions, law enforcement
agencies frequently lack established procedures and protocols for properly han-
dling digital evidence, thus undermining its integrity and increasing the risk of
tampering or contamination. Furthermore, an additional challenge arises from the
potential lack of technical expertise among judges and prosecutors when evaluat-
ing digital evidence, which contrasts with their proficiency in assessing traditional
physical evidence. This disparity in knowledge and skills further complicates the
effective use of digital evidence within the legal system.

Based on the discussion, it can be established that, despite significant dif-
ferences in the approaches of scientists, they all describe a single goal. It consists
in the introduction of forensics into the forensic system and directly into the pro-
cess of investigating cybercrime. This indicates the priority of this approach and
the need for its implementation in Kazakhstan.

CONCLUSIONS

As a result of the research, it was possible to establish that forensics ena-
bles improving the current institute of forensic science in Kazakhstan through the
use of digital technologies directly in the detection and work with digital evidence
and traces. It has been established that with the development of information tech-
nologies, there is an expansion of tools and approaches to committing cyber-
crimes. That is why digital forensics is becoming especially popular, aimed at
solving problematic aspects in the field of cybercrime.
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Within this research, forensics was considered in the context of applied
science, which deals with solving crimes related to computer data and security by
evaluating digital evidence. It was also found that digital forensics involves the
search and identification of important information in the course of investigating
cybercrime. It has been proven that forensics in modern society plays an important
role in the activities of law enforcement agencies. The current level of cybercrime
in Kazakhstan, as well as the dynamics of using forensic approaches in the course
of their investigation, are considered as part of the scientific paper. It was possible
to establish the problems that exist in the forensic system of Kazakhstan, namely
regarding the solving of criminal offences in the field of information and commu-
nications.

Thus, the functions and areas in which the use of digital forensics is man-
datory, taking into account the characteristics of modern society, were revealed.
It has been established that forensics in Kazakhstan is at the stage of its inception,
and its future development is quite promising. For the future development of legal
mechanisms and ensuring the protection of the rights of citizens, in particular with
regard to information stored on digital media, it is appropriate to introduce a sep-
arate professional direction among students in the field of forensic science. This
is due to the dynamic spread of digitalization in all spheres of state activities,
which suggests that the volume of cybercrime will increase and its nature will
change. For this purpose, in subsequent scientific papers, it is necessary to con-
sider the procedure for training forensic experts to reveal the features of their ac-
quisition of competence and professional skills.
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